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Abstract

As space exploration vehicles travel deeper into space, their distance to earth in-
creases. The increased communication delays and ground personnel costs motivate
a migration of the vehicle health management into space. A way to achieve this
is to use a diagnosis system. A diagnosis system uses sensor readings to automat-
ically detect faults and possibly locate the cause of it. The diagnosis system used
in this thesis is a model-based reasoning tool called RODON developed by Uptime
Solutions AB. RODON uses information of both nominal and faulty behavior of
the target system mathematically formulated in a model.

The advanced diagnostics and prognostics testbed (ADAPT) developed at the
NASA Ames Research Center provides a stepping stone between pure research
and deployment of diagnosis and prognosis systems in aerospace systems. The
hardware of the testbed is an electrical power system (EPS) that represents the
EPS of a space exploration vehicle. ADAPT consists of a controlled and monitored
environment where faults can be injected into a system in a controlled manner and
the performance of the diagnosis system carefully monitored. The main goal of the
thesis project was to build a model of the ADAPT EPS that was used to diagnose
the testbed and to generate decision trees (or trouble-shooting trees).

The results from the diagnostic analysis were good and all injected faults that
affected the actual function of the EPS were detected. All sensor faults were
detected except faults in temperature sensors. A less detailed model would have
isolated the correct faulty component(s) in the experiments. However, the goal was
to create a detailed model that can detect more than the faults currently injected
into ADAPT. The created model is stationary but a dynamic model would have
been able to detect faults in temperature sensors.

Based on the presented results, RODON is very well suited for stationary anal-
ysis of large systems with a mixture of continuous and discrete signals. It is possi-
ble to get very good results using RODON but in turn it requires an equally good
model. A full analysis of the dynamic capabilities of RODON was never conducted
in the thesis which is why no conclusions can be drawn for that case.
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search, advanced diagnostics and prognostics testbed, ADAPT





Abstract
As space exploration vehicles travel deeper into space, their distance to earth in-
creases. The increased communication delays and ground personnel costs motivate
a migration of the vehicle health management into space. A way to achieve this
is to use a diagnosis system. A diagnosis system uses sensor readings to automat-
ically detect faults and possibly locate the cause of it. The diagnosis system used
in this thesis is a model-based reasoning tool called RODON developed by Uptime
Solutions AB. RODON uses information of both nominal and faulty behavior of
the target system mathematically formulated in a model.

The advanced diagnostics and prognostics testbed (ADAPT) developed at the
NASA Ames Research Center provides a stepping stone between pure research
and deployment of diagnosis and prognosis systems in aerospace systems. The
hardware of the testbed is an electrical power system (EPS) that represents the
EPS of a space exploration vehicle. ADAPT consists of a controlled and monitored
environment where faults can be injected into a system in a controlled manner and
the performance of the diagnosis system carefully monitored. The main goal of the
thesis project was to build a model of the ADAPT EPS that was used to diagnose
the testbed and to generate decision trees (or trouble-shooting trees).

The results from the diagnostic analysis were good and all injected faults that
affected the actual function of the EPS were detected. All sensor faults were
detected except faults in temperature sensors. A less detailed model would have
isolated the correct faulty component(s) in the experiments. However, the goal was
to create a detailed model that can detect more than the faults currently injected
into ADAPT. The created model is stationary but a dynamic model would have
been able to detect faults in temperature sensors.

Based on the presented results, RODON is very well suited for stationary
analysis of large systems with a mixture of continuous and discrete signals. It is
possible to get very good results using RODON but in turn it requires an equally
good model. A full analysis of the dynamic capabilities of RODON was never
conducted in the thesis which is why no conclusions can be drawn for that case.
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Chapter 1

Introduction to the thesis

1.1 Problem description
As space exploration vehicles travel deeper into space, their distance to earth
increases. The increased communication delays motivate a migration of the vehicle
health management into space. In addition to faster reaction times there is also a
financial aspect. An automation of the vehicle health management would decrease
ground personnel costs.

The advanced diagnostics and prognostics testbed (ADAPT) developed at the
NASA Ames Research Center provides a stepping stone between pure research
and deployment in aerospace systems. ADAPT is developed to test, evaluate
and mature diagnostic and prognostic systems. It also provides a standardized
platform where different vehicle health management systems can be compared.
The hardware of the testbed is an electrical power system (EPS) that represents
the EPS of a space exploration vehicle. The main goal of the thesis project is to
build a model of the ADAPT EPS that should be used for evaluation of various
diagnostics analysis.

1.2 Objectives
The main objective of the thesis is to build a complete model of the ADAPT EPS.
The model will be built in a model-based reasoning tool called RODON. RODON
is a commercial, industry proven tool developed by Uptime Solutions AB. Once
the model is created, it will be used to fulfill the objectives listed below:

• Perform model-based diagnosis on ADAPT.

• Create decision trees (or diagnostic trouble-shooting trees) based on various
fault symptoms.

• Compare the results from RODON with other diagnostic methods.

1



2 Introduction to the thesis

1.3 Limitations
The project described in this thesis has the following limitations:

• The model was created from a system description and sampled data from
July 2007.

• The stationary case has been modeled and a dynamic model has not been
implemented within the frame of the thesis project.

• An interface between the ADAPT API and RODON has not been developed.

The missing functionality described above is intended to be addressed by future
work.

1.4 Existing work
NASA provides the satellite electrical power system, documentation of it and sam-
pled experiment data from a set of predefined simulation and diagnostics scenarios
performed on the testbed. The interested user can find the data at the website:
http://dx-competition.org/.

The decision trees will be created based on the symptoms from these scenarios.
RODON provides a model-based reasoning tool capable of performing model-based
diagnosis and automatically generate decision trees from a model. RODON can
compute top events based on root causes or find the root cause based on a top
event. No changes or contributions had to be made in the RODON software.

1.5 Contributions
A detailed model of a satellite electrical power system has been created comprised
of 884 components with both nominal, faulty, continuous and discrete behavior.
The temperature effects on a satellite electrical power system have been investi-
gated and are included in the model. A library called ”NASA” has been created in
RODON. The library components are fully reusable. Diagnostic trouble shooting
trees for a satellite electrical power system has been created.



Chapter 2

Theory of model-based
diagnosis and RODON

This chapter introduces a few basic concepts about diagnosis, model-based diag-
nosis and how model-based diagnosis can be done with RODON.

2.1 Diagnosis
The term diagnosis is often associated with medical science. A doctor checks a
patient’s symptoms and formulates a diagnosis. Diagnosis can also be done on
a technical system, i.e. a car or a satellite electrical power system. In this case,
the technical system is the patient and the engineer/algorithm is the ”doctor”.
The diagnosis problem is to detect a fault in a system and to locate the cause
of it [16]. Fault detection can be done in several ways. A common method is to
compare sensor readings with a threshold. If the readings exceed the threshold
the system is considered faulty. In safety critical systems it is also common to
have redundant functions, i.e. having two sensors measuring the same quantity.
The system becomes more robust and a sensor failure can be separated from a
failure of the monitored system. A more traditional diagnosis method is to use
a set of diagnostic rules created from experience. These diagnostic rules could
look something like this: ”If the lamp is not lit when the switch is on, the switch
is stuck open or the lamp is defect or both are defect”. One advantage of the
rule-based diagnostic method is that it is very efficient with respect to memory
and computing time [3]. This makes the method suitable for on-board diagnostics
where limited resources are available. The diagnostic method used in this thesis
is called model-based diagnosis and is explained in the following section.

2.1.1 Model-based diagnosis
The simplest form of model-based diagnosis is to use a model of the nominal
system. Observations from the diagnosed system are inserted into the model. If

3



4 Theory of model-based diagnosis and RODON

the observations are inconsistent with the model the system is considered faulty.
A basic way to do this is to insert system input u into the model and compare its
output ŷ with the real system’s output y. If the size of the difference r between
the model and system output is larger than a threshold J , the system is considered
faulty. The difference r is called a residual. Figure 2.1 shows how this could look
like.

Figure 2.1. A basic way of model-based diagnosis performed on a system. If the size of
the residual r is larger than a threshold J , the system is considered to be faulty.

Consider the system depicted in Figure 2.2. It contains two types of compo-
nents: adder and multiplier. Nominally, the output of the adder is the sum of its
two inputs and the output of the multiplier is the product of its two inputs. The
inputs to the system are A, B, C, D and E. The outputs from the system are F and
G. X, Y and Z are internal variables not known outside the model. If the inputs
are A=3, B=2, C=2, D=3, E=3, the outputs should be F=12 and G=12 if the
system is working correctly. However, if F=10 is observed from the real system
given these input, the nominal behavior modes of the components are inconsistent
with the observation. A single-fault explanation is adder A1 failed or multiplier
M1 failed depicted in Figure 2.3. If multiplier M2 has failed, incorrect input is
sent to adders A1 and A2. G=12 holds if also adder A2 has failed causing it to be
computed to 12 incorrectly. The two faulty components in the double fault case
is depicted in Figure 2.4.

2.1.2 Conflict-directed search
When information about faulty system behavior is available, it is interesting to in-
clude it in the model. A way to do this, in a component-based modeling approach,
is to define behavior modes for components in the system. The nominal mode is
included in addition to failure modes. The behavior modes for a wire component
could be: ”okay”, ”disconnected” and ”shorted to ground”. A conflict is detected
when a set of observations is inconsistent with the current behavior modes in the
model, like in the example from the previous section with the observation F=10.
Conflict-directed search is a method used to find a set of behavior modes that ex-
plains a given set of observations. Conflict-directed search uses conflicts to guide
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Figure 2.2. A simple system consisting of adders and multipliers. The figure is taken
from [3].

Figure 2.3. A simple system consisting of adders and multipliers. The two single-faults
explaining the observation are marked in the figure. The figure is taken from [3].
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Figure 2.4. A simple system consisting of adders and multipliers. A double-fault
explaining the observation is marked in the figure. The figure is taken from [3].

the search among the failure modes.
When conflicts have been detected, the diagnosis system changes the current

behavior modes of the components until the conflicts are gone. There can of
course be several explanations for the observations and several sets of behavior
modes can be created. The generated sets of behavior modes are the candidates
of the diagnosis.

2.2 RODON
RODON is a commercial model-based reasoning tool developed by Uptime Solu-
tions AB. It provides an equation-based object oriented language called Rodelica.
Rodelica is strongly related to Modelica [1] but it has additional features which
makes it suitable for diagnostic problems. A few properties of Rodelica are listed
below.

• It supports models with interval data types instead of sharp values.

• It supports bi-directional signals, enabling i.e. sneak currents.

• It supports failure modes and uses conflict-directed search.

• It is object oriented enabling reusable components.

• It is equation-based.

The following sections show how to build a simple model in the RODON com-
poser and then simulate and diagnose it in the RODON analyzer.
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2.2.1 The composer
The modeling in RODON is done in the composer environment. Classes are created
in libraries and the models in RODON are made up of instances of these classes.
The electrical library with the bulb package expanded is depicted in Figure 2.5.
Classes can be created by direct coding in Rodelica or by using the graphical user
interface (GUI) with functionality such as drag and drop from the library into the
model. To get a better view of how to work with RODON, a simple electrical
circuit as the one depicted in Figure 2.6 is modeled as an example. The circuit
contains a 10 W bulb connected to a 12 V battery and ground through two wires.
The wires and the bulb can be disconnected, the other components have no failure
modes in this model. The bulb shines bright if enough power is consumed by it,
otherwise it shines dimmed or is off if no power is consumed. The Rodelica code
for the wire model is depicted in Figure 2.7. The ”wirePin” variables p1 and p2
are the component’s interface to the outside. If the failure mode variable ”fm”
is zero (okay), there is no voltage drop across the wire and the current through
the interfacing pins p1 and p2 is equal. If the failure mode variable ”fm” is one
(disconnected), there is no relation between the voltages of the pins p1 and p2
and the current through them is zero. When the bulb, battery and ground classes
have been modeled as well, they can be dragged into the top level of the model in
the GUI. The top level of the finished model is depicted in Figure 2.6. Once the
model has been created, RODON supports several diagnostic methods [3]:

1. Model-Based Diagnosis (MBD), including interactive MBD which means
that additional measurements can be provided by the user to narrow down
the number of diagnostic candidates.

2. The automatic generation of decision trees (or diagnostic trouble-shooting
trees), which can serve as a model documentation or to assist the mechanic
in a workshop in a guided diagnosis.

3. The automatic generation of diagnostic rules for on-board diagnostics.
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Figure 2.5. The electrical library with the bulb package expanded. A sceenshot of the
RODON composer.
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Figure 2.6. The top level of the finished model. A sceenshot of the RODON composer.
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Figure 2.7. The Rodelica code for the wire model. A sceenshot of the RODON com-
poser.
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2.2.2 The analyzer
Simulation and diagnosis of models in RODON is done in the analyzer environ-
ment. The following section describes how the simple model created earlier can
be simulated and diagnosed in the analyzer environment.

Simulation

The created model is loaded into the analyzer and simulated by clicking on the
”simulate” button. The bulb shines bright and the model has no conflicts. The
result from the simulation is seen in the analyzer view depicted in Figure 2.8. The
model can be simulated again, but now with wire2 disconnected. The bulb does
not shine this time since there is no current flowing through the circuit. The result
from the simulation is seen in the analyzer view depicted in Figure 2.9.

Figure 2.8. Simulation results without observations inserted. The bulb is shining
bright (denoted by the ”bright” value associated to the bulb.lightemittance variable). A
sceenshot of the RODON analyzer.
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Figure 2.9. Simulation results with wire2 disconnected. No observations are in-
serted. The bulb is not shining at all (denoted by the ”off” value associated to the
bulb.lightemittance variable). A sceenshot of the RODON analyzer.
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Diagnosis

The created model is loaded into the analyzer and an observation ”bulb off” is
inserted which means the the bulb is not shining at all. The nominal behavior
modes of the components can not describe this observation and a conflict is created.
The diagnosis engine works with the failure modes and finds combinations of them
that are consistent with the observation. In this case there are no faults injected
manually and the diagnosis engine generates candidates based on the observations.
The generated candidates are depicted in Figure 2.10.
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Figure 2.10. Diagnosis results with observation ”bulb off” inserted. The observation is
explained by one of the wires or the bulb being disconnected. A sceenshot of the RODON
analyzer.



Chapter 3

The NASA Advanced
Diagnostics and Prognostics
Testbed (ADAPT)

Assessment and comparison of different vehicle health management technologies
can be difficult. To facilitate this task the researchers at NASA Ames Research
Center have developed the advanced diagnostics and prognostics testbed (ADAPT).
The testbed acts as a common platform where different vehicle health management
technologies, so called test articles, can compete against each other on equal condi-
tions. To achieve this, ADAPT consists of a controlled and monitored environment
where faults can be injected into a system in a controlled manner and the per-
formance of the test article carefully monitored. The hardware of the testbed is
an electrical power system (EPS). The testbed functionally represents the EPS of
a space exploration vehicle. The testbed is located in a laboratory at the NASA
Ames Research Center.

3.1 Objectives
When automated diagnostic methods are used in aerospace vehicles challenges
arise. Some of them are listed below [18].

• Low failure probability of components making it complicated to repeat fail-
ures.

• The cost of failures, especially in human crewed vehicles.

• The difficulty to select an appropriate diagnostic technology.

• The cost of verification and validation.

• The lack of large-scale diagnostic technology demonstrations.

15



16 The NASA Advanced Diagnostics and Prognostics Testbed
(ADAPT)

To meet these challenges ADAPT was developed with the following goals in
mind [18]:

1. ”Provide a technology-neutral basis for testing and evaluating diagnostic
systems, both software and hardware.”

2. ”Provide the capability to perform accelerated testing of diagnostic algo-
rithms by manually or algorithmically inserting faults.”

3. ”Provide a real-world physical system such that issues that might be disre-
garded in smaller-scale experiments and simulations are exposed - ”the devil
is in the details”.”

4. ”Provide a stepping stone between pure research and deployment in aerospace
systems, thus create a concrete path to maturing diagnostic technologies.”

5. ”Develop analytical methods and software architectures in support of the
above goals.”

3.2 Concept of operations
When diagnosis is performed on the testbed, the focus is on the vehicle health
management system performing the diagnosis instead of the testbed which is being
diagnosed. The testbed is controlled by a number of relays and monitored by a
large set of sensors. Consequently it is possible to detect an injected fault and
recover from it if the correct action is taken. To facilitate the execution of the
experiments performed with the testbed, three operating roles have been defined
[18] : user, antagonist and observer.

The user simulates an actual crew member or pilot who operates and main-
tains the EPS with the help of a health management application. The antagonist
injects faults into the system, either manually by physically acting on the sys-
tem, or remotely by spoofing sensor values through a computer connected to the
system. The malicious actions of the antagonist are not known to the user who
is responsible of choosing a suitable recovery action. The observer logs all data
in the experiment and monitors how the user responds to the faults injected by
the antagonist and therefore measures the effectiveness of the test article. The
observer also acts as a safety officer of the experiment and can issue an emergency
stop. In Figure 3.1 the layout of the lab is depicted. For more information on the
execution of the experiments see the ADAPT operations and safety manual [17].

3.3 Functional description
The testbed functionally represents the electrical power system (EPS) of a space
exploration vehicle. The EPS has one simple task: to provide the connected loads
with power. The EPS has two different sources of power: light and a connection
to the electrical power grid through a wall socket. These sources are then used
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Figure 3.1. ADAPT lab layout. The picture is taken from [17].

by the EPS to store and distribute power to the connected loads which may rep-
resent subsystems such as propulsion, life support, thermal management systems,
avionics, etc. To achieve this the testbed has been divided into three units: the
power generation, storage and distribution units. The power generation unit con-
tains three sources of charging power which can function independently of each
other, the power storage unit contains three battery packs and the power distri-
bution unit contains two load banks which provides two sets of loads with both
AC and DC power [18]. The system contains several relays which make it possible
to charge an arbitrary battery with an arbitrary charging source and connect an
arbitrary battery to an arbitrary load bank. This EPS contains a lot of redundant
functions which are of utmost importance to the successful outcome of missions in
space. An overview of the testbed is depicted in Figure 3.2.

3.4 Systems description
To get a deeper understanding of how the functionality described in Section 3.3 is
achieved and to get a deeper understanding of how the top level of the system is
affected by its components we need to look deeper into the system. The hardware
is located in three equipment racks, a battery cabinet and a solar panel unit.
The three equipment racks can be seen in Figure 3.3. The power generation
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Figure 3.2. Overview of the electrical power system. The picture is taken from [18] and
slightly modified.

functionality is located in the first rack and the solar panel unit. Since the solar
panel is located indoors without access to sunlight the light energy comes from
two controlled 1 kW metal halide lamps. The setup of the two lamps and the solar
panel can be seen in Figure 3.4. The power storage functionality is located in the
second rack and the battery cabinet, which is depicted in Figure 3.5. Finally, the
power distribution functionality is located inside the third rack. All pcitures of
the hardware is taken from the ADAPT safety and operations manual [17].

3.4.1 Power generation unit
The power generation unit can charge batteries using two sources of energy: light
energy and a connection to the power grid through a wall socket. These two types
of energy input are then used by three charging sources: two battery chargers
connected to the power grid through a wall socket and a solar panel connected
to a charge controller that controls the charging current. The power generation
unit can be divided into six subsystems: the solar panel unit, the battery charger
panel, the protection and enable panel and three battery-charge selection panels.
These six subsystems are described in the following sections.

Solar panel unit

The solar panel unit contains a 100 W solar panel, a light transducer and a tem-
perature sensor. The light transducer measures the incoming light to the solar
panel and the temperature sensor measure the temperature of the solar panel.
The solar panel consists of 72 polycrystalline solar cells where each cell has an
area of 120 cm2 [10] which makes up the total area of 0.864 m2. The electrical
parameters of the solar panel found in Figure 3.6 are measured at STC (standard
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Figure 3.3. ADAPT EPS equipment racks 1, 2, and 3. The picture is taken from [17].
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Figure 3.4. The setup of the solar panel unit and the lamps. The solar panel is found
in the top and the two lamps just below. The picture is taken from [17].
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Figure 3.5. Picture of the battery cabinet with the three battery packs inside taken
from [17].
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test conditions): 1000 W/m2, 25 oC and air mass 1.5 spectrum.

Figure 3.6. Electrical ratings of the EC100 series. The EC102 solar panel has been
modeled. The table is taken from the installation and operation manual [11] for the solar
panel.

The EC102 solar panel has been modeled. The open circuit voltage of this
model is 40 V which is the voltage output when the connection between the pos-
itive and negative terminals of the solar cell is broken. The short circuit current
is 3.75 A when the positive and negative terminals are directly connected to each
other without any load. The maximum power point is found at a voltage of 32.4 V
and a current of 3.15 A [11]. The temperature of the solar panel is monitored
which makes it interesting to see how it effects these electrical parameters. The
list below shows those effects, specified by the solar panel manufacturer [9]:

• Maximum power: −0.49%/oC.

• Short circuit current: 0.09%/oC.

• Open circuit voltage: −0.41%/oC.

Battery charger panel

The battery charger panel consists of two multistep battery chargers with 24 V,
20 A output. Note that this does not necessary mean that the charging voltage
and current is fixed at these values, on the contrary, 24 V battery chargers have a
charging voltage that can vary between 24 and up to 40 or more volts. The charging
voltage and current depends on which charging stage the charger is operating
in. The battery chargers found in this system operates in five different modes:
initialization, bulk charge, absorption charge, equalization charge and float charge
[4]. A short explanation of the different stages of the charger can be found in the
list below and in Figure 3.7. A picture of the battery charger panel can be found
in Figure 3.8.

1. Initialization: The monitor circuit verifies appropriate battery voltage lev-
els and good electrical continuity between the battery and the charger DC
output.
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2. Bulk charge: Charging with constant current at full power. The charger
switches to absorption charge at 75% - 80% of full recharge.

3. Absorption charge: Charging with constant voltage at absorption level. This
conditions the battery for maximum performance. Adaptive timing transi-
tion to equalization.

4. Equalization charge: Charging with constant voltage at equalization level.
This minimizes battery cell voltage variation. Adaptive timing transition to
float maintenance.

5. Float charge: Charging with constant voltage at float / maintenance level.
This keeps the battery fully charged and maintains optimum specific gravity.
A charge reset monitor protects the battery against deep discharge from
excessive appliance current draw.

Figure 3.7. Plot showing the charging voltage at the different charging stages of the
battery chargers. The picture is taken from [4].

Protection and enable panel

The protection and enable panel protects the power generation unit from danger-
ously high currents and provides the possibility to enable or disable the chargers.
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Figure 3.8. Picture of the battery charger panel containing the two battery chargers
taken from [17].

It also measures the voltage before and after the charge controller. To protect the
chargers and the batteries from high currents, circuit breakers have been installed
before and after the chargers. The on/off control of the chargers are done by relays
situated between the AC supply or solar panel and the charger. A picture of the
protection and enable panel can be seen in Figure 3.11 and a circuit diagram of
the protection and enable panel together with the solar panel unit and the battery
charger panel can be found in Figure 3.10. A description of the symbols used in
the circuit diagrams of this report is found in Figure 3.9.

Figure 3.9. Description of the symbols used the in circuit diagrams of this report.

Battery-charge selection panels

The power generation unit contains three battery-charge selection panels, which
makes it possible to select which charger that should be connected to which battery
and select if a certain battery should be charged at all. Each panel interfaces
with one battery, one charger and the other two battery-charge selection panels.
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Figure 3.10. Circuit diagram of the protection and enable panel together with the solar
panel unit and the battery charger panel. A description of the symbols used is found in
Figure 3.9.
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Figure 3.11. Picture of the protection and enable panel taken from [17].

Each panel consists of four relays, a voltage meter and a current meter. Panel
i contains three relays connected to charger i and controls which battery pack
that is connected to charger i. Panel i also contains a relay connected to battery
pack i and controls if that battery pack should be charged at all. Nominally, each
charger is only connected to at most one battery pack and each battery pack is
only connected to one charger at most. Additionally, under nominal conditions,
each charger is prevented from charging another charger. The voltage and current
meter inside panel i measures the charging voltage and current into battery pack
i. A circuit diagram showing how the three panels interfaces with the batteries,
chargers and each other is found in Figure 3.12 and a picture of a battery-charge
selection panel is found in the Figure 3.13.
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Figure 3.12. Circuit diagram of the three battery-charge selection panels and how they
are connected to the chargers and batteries.
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Figure 3.13. Picture of a battery-charge selection panel taken from [17].



3.4 Systems description 29

3.4.2 Power storage unit
The power storage unit contains three battery packs and several relays that con-
trols which load bank each battery should be connected to. Circuit breakers pro-
tects the power distribution unit from dangerously high currents coming from the
batteries. The power storage unit can be divided into two major subsystems:
the battery cabinet and the battery-load selection panel which are both further
described in the following sections.

Battery cabinet

The battery cabinet is connected to the three battery-charge selection panels inside
the power generation unit and to the battery-load selection panel inside the power
storage unit. The battery cabinet contains three battery packs which consists
of two 12 V, 100 Ah batteries connected in series which makes up a total pack
voltage of 24 V. Each battery has an approximate internal resistance of 3.4 mΩ
when fully charged. Please note that the battery voltage isn’t fixed at 12 V
but typically varies between 10 and 13.6 V depending on the batteries state of
charge and the ambient temperature. The total voltage output of each pack is
measured by a voltage meter and the temperature of each battery is measured by
resistance temperature detectors (RTD’s). To get a reference temperature of the
environment temperature surrounding the batteries, an additional RTD has been
installed inside the battery cabinet not too close to the actual batteries. It is also
worth mentioning that the total area in contact with the surrounding environment
of each battery is approximately 0.3 m2 and the mass is about 31.2 kg. Between
each pack and the battery-load selection panel a circuit breaker has been inserted
to protect the power distribution unit. A circuit diagram of the battery cabinet
can be found in Figure 3.14 and a picture of it in Figure 3.5.

Battery-load selection panel

The battery-load selection panel is connected to the power distribution unit and
to the battery cabinet. This subsystem is very similar to the three battery-charge
selection panels in the power generation unit. It contains relays that controls
which load bank each battery should be connected to. Nominally, each battery
pack is only connected to one load bank at most and each load bank is only
connected to one battery pack at most. Additionally, under nominal conditions,
each battery pack is prevented from being connected to another battery pack.
Three voltage meters and three current meters measure the output of the three
battery packs. Two voltage meters and two current meters measures the input
current and voltage into the two load banks in the power distribution unit. Two
additional voltage meters measures the voltage between the relays. To get a clearer
picture of the location of the relays and sensors see the circuit diagram of the
battery-load selection panel in Figure 3.15. A picture of the battery-load selection
panel can be seen in Figure 3.16.
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Figure 3.14. Circuit diagram of the battery cabinet.

Figure 3.15. Circuit diagram of the battery-load selection panel.
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Figure 3.16. Picture of the battery-load selection panel taken from [17].
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3.4.3 Power distribution unit

The power distribution unit consists of two identical load banks. Each load bank
is connected to the power storage unit and powers two DC loads and six AC
loads. Since the power supplied from the power storage unit is only DC each load
bank contains an inverter. Each load bank is protected by a circuit breaker before
the inverters. The output current and voltage is measured by current meters,
voltage meters and frequency transducers. To protect the loads, circuit breakers
have been installed between each inverter and the loads. The current and voltage
provided to the DC loads are also measured and the DC loads are protected by a
circuit breaker. A group of relays controls which relays should be connected to the
load banks. A circuit diagram of one load bank can be seen in Figure 3.17. The
hardware of both load banks is located inside two inverter panels, a transducer
panel and a load selection panel as depicted in Figure 3.18.

Figure 3.17. Circuit diagram of one of the two identical load banks.
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Figure 3.18. Picture of the hardware of the two load banks, based on pictures taken
from [17].

3.4.4 Control and monitoring
All relays and circuit breakers in the testbed are connected to position sensors. To
send commands to the relays and acquire sensor data from the testbed, National
Instrument’s LabVIEW software and Compact FieldPoint hardware are used. The
hardware consists of two identical Compact FieldPoint backplanes. Each back-
plane, depicted in Figure 3.19, has eight I/O modules, eight connector blocks and
one real-time controller. The two backplanes are connected to a data acquisition
computer (DAC) which is connected to a local area network where the user, antag-
onist, observer and the health management application are connected. The I/O
modules found in each backplane are listed below. More detailed information on
the Compact FieldPoint hardware used can be found on the National Instruments
webpage [5] and a description of the software used in the ADAPT operations and
safety manual [17].

• Two cFP-DI-301 digital input modules for relay/circuit breaker position
monitoring.

• Two cFP-DO-401 digital output modules for relay control.

• One cFP-AI-100 12 bit analog input module for analog signal monitoring,
i.e. currents and voltages.

• Two cFP-AI-102 12 bit analog input modules for analog signal monitoring,
i.e. currents and voltages.

• One cFP-RTD-122 12 bit RTD input module for temperature monitoring.
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Figure 3.19. Picture of a Compact FieldPoint backplane taken from [17].
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3.5 The Advanced Caution And Warning System
(ACAWS) scenarios

The advanced caution and warning system (ACAWS) scenarios are a couple of
defined scenarios where the loads connected to the EPS are used for environment
control and life support systems (ECLSS). In these scenarios the ECLSS function
is disrupted by faults injected into the testbed and the user tries to maintain as
much as possible of these functions. As mentioned in Section 3.2 the user can use
the help of a health management application to detect where the faults have been
injected which makes it easier to select an appropriate recovery action.

3.5.1 Scenario loads

As mentioned in Section 3.4.3, the EPS can power two load banks with up to two
DC loads and eight AC loads connected. In this case only one DC and eight AC
loads are connected to each load bank. The first two AC loads in each load bank
are considered critical, therefore each load bank powers two backup loads that can
be turned on if the other load bank fails. Additionally, the DC load powered by
the first load bank is also considered critical and therefore the DC load connected
to the second load bank is a backup of this critical DC load. There are also two
non-critical loads connected to each load bank. Figure 3.20 show which loads are
connected to which load bank and a short description of the loads.

Figure 3.20. Table showing which load is connected to which load bank and a short
description of each load.
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3.5.2 Load monitoring
All the critical loads and their corresponding backup are monitored by a set of
sensors. Eight RTD’s have been attached to the critical lamps and measures
the temperature of their bulbs. Two turbine flow sensors measures the amount
of water pumped by the connected pumps and two photoelectric optical pick-up
rotation sensors measures the rotation of the two critical fans. In addition to the
temperature sensors inside each lamp box a light meter measures the amount of
light generated from each lamp box. Figure 3.21 show how the connected loads
are monitored.

Figure 3.21. Table showing how the loads are monitored.

3.5.3 Scenario descriptions
There are fifteen different scenarios specified where faults are injected into the
loads, the power distribution unit or the power storage unit. In other words the
scope of scenarios only includes the system from the batteries and downstream
to the loads as seen in Figure 3.22. The scenarios includes both hardware and
software injected faults as well as single and double faults. All scenarios starts in
the same way and the first fault is always injected when the system has reached a
certain, nominal configuration shown in Figure 3.22. The following sections further
describes each scenario.

Scenario 1a

In this scenario, a fault is injected into relay EY170 which enables or disables the
first AC load in the first load bank. The three lights in the first lamp box will
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Figure 3.22. Illustration showing the scope of scenarios and the configuration when the
first fault is injected.
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lose power and the relay position sensor ESH170 will report that the relay is open.
Figure 3.23 show where the fault is injected.

Figure 3.23. Illustration showing where the fault is injected in scenario 1a. In this
scenario, the injected fault is relay EY170 stuck open.

Scenario 1b

In this scenario, a fault is injected into relay position sensor ESH271. This sensor
monitors the position of relay EY271 which enables or disables the second AC
load on the second load bank. The symptom in this case is that the sensor will
report that the relay is open despite that the controlled load is operating as if it
is powered. Figure 3.24 show where the fault is injected.

Scenario 1c

In this scenario, the first fault is injected into relay EY260 which enables or disables
the second load bank. The entire second load bank will lose power. Figure 3.25
show where the first fault is injected. The user will attempt to cycle the relay
and will succeed with it. After the system has recovered from the first fault, a
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Figure 3.24. Illustration showing where the fault is injected in scenario 1b. In this
scenario, the injected fault is relay position sensor ESH271 disconnected.
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second faults is injected into relay position sensor ESH171. The sensor will report
that relay EY171 is open even though the controlled load is operating as if it is
powered. Figure 3.26 show where the second fault is injected.

Figure 3.25. Illustration showing where the first fault is injected in scenario 1c. In this
scenario, the first injected fault is relay EY260 stuck open.

Scenario 1d

In this scenario, the first fault is injected into relay EY160 which enables or disables
the first load bank. The entire first load bank will get turned off. Figure 3.27 show
where the first fault is injected. In this scenario, the user will attempt to cycle the
relay and will succeed with it. After the system has recovered from the first fault,
a second one is injected into relay EY270. The controlled load is off and the relay
position sensor ESH270 will report that the relay is open. Figure 3.28 show where
the second fault is injected.
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Figure 3.26. Illustration showing where the second fault is injected in scenario 1c. In
this scenario, the second injected fault is relay position sensor ESH171 disconnected.
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Figure 3.27. Illustration showing where the first fault is injected in scenario 1d. In this
scenario, the first injected fault is relay EY160 stuck open.
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Figure 3.28. Illustration showing where the second fault is injected in scenario 1d. In
this scenario, the second injected fault is relay EY270 stuck open.
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Scenario 2a and 2b

In scenario 2a, a fault is injected into relay EY141 which controls if the first
battery is connected to the first load bank. The entire first load bank will lose
power. Figure 3.29 show where the fault is injected. Scenario 2b is very similar to
2a since the fault is injected into relay EY244 which controls if the second battery
is connected to the second load bank and the entire second load bank will lose
power.

Figure 3.29. Illustration showing where the fault is injected in scenario 2a. In this
scenario, the injected fault is relay EY141 stuck open.

Scenario 3a and 3b

In scenario 3a, a fault is injected into battery pack A. The entire first load bank
will get turned off. Figure 3.30 shows where the fault is injected. Scenario 3b is
very similar to 3a since the fault is injected into battery pack B.
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Figure 3.30. Illustration showing where the fault is injected in scenario 3a. In this
scenario, the injected fault is battery pack B disconnected.
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Scenario 4a and 4b

In scenario 4a, a fault is injected into the inverter in the first load bank. All AC
loads in this load bank will lose power. Figure 3.31 show where the fault is injected.
Scenario 4b is very similar to 4a since the fault is injected into the inverter in the
second load bank.

Figure 3.31. Illustration showing where the fault is injected in scenario 4a. In this
scenario, the injected fault is the inverter in the second load bank disconnected.

Scenario 5a and 5b

In scenario 5a, the first fault is injected into temperature sensor TE500 which will
report a low value. The second fault is injected into the inverter in the second
load bank and all AC loads in the second load bank will lose power. Figure 3.32
shows where the two faults are injected. Scenario 5b is very similar to 5a since
the faults are injected into the inverter in the first load bank and RTD TE502.
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Figure 3.32. Illustration showing where the two faults are injected in scenario 5a. In
this scenario, the injected faults are the inverter in the second load bank disconnected
and temperature sensor TE500 stuck on a low value.
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Scenario 6a and 6b

In scenario 6a, the first fault is injected into the inverter in the first load bank
and all AC loads in the first load bank will lose power. The user will turn on the
critical backup loads and turn off the non-critical loads connected to the second
load bank. Figure 3.33 shows where the first fault is injected and the configuration
of the system when the user has taken action. In this configuration, the second
fault is injected into circuit breaker ISH180 and the critical DC load connected
to the first load bank will lose power. Figure 3.34 show where the second fault is
injected. Scenario 6b is very similar to 6a since the same faults are injected and
the same recovery actions taken, but the faults are injected in the reverse order.

Figure 3.33. Illustration showing where the first fault is injected in scenario 6a. The
system has this configuration when the user has taken action against the first fault. In
this scenario, the first injected fault is the inverter in the first load bank disconnected.
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Figure 3.34. Illustration showing where the second fault is injected in scenario 6a. In
this scenario, the second injected fault is circuit breaker ISH180 disconnected.





Chapter 4

Model of the Advanced
Diagnostics and Prognostics
Testbed (ADAPT)

To be able to perform model-based diagnosis, a model is needed. As mentioned
in chapter 2, RODON is a component based modeling tool that supports failure
modes. The model is comprised of 884 components with both nominal and faulty
behavior. The model has been restricted to the stationary case and only uses data
from one time instance. This chapter covers the physics behind each component
and how it was implemented in RODON.

4.1 Physical models of the components

This section describes the physics behind each component. The components have
both nominal and faulty behaviors which have been modeled.

4.1.1 Wire

The electrical wire is the simplest component in the system. An ideal wire has been
modeled which means that the resistance of the wire is zero. The small resistance
of the real wires in the system would be lost in the noise of the voltage sensors.
The size of the sensor noise is seen in Figure 4.1. In the nominal case there is no
voltage drop over the wire and the currents at both ends are equal. The model
contains two failure modes: ”disconnected” and ”short to ground”. When the wire
is disconnected, there is no relation between the voltages at both ends and the
current through the wire is zero. When the wire is shorted to ground the potential
at both ends are zero and the current balance between both ends is broken.

51
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Figure 4.1. Plot of the measured voltage from five voltage meters. The level of noise
depends on the connected loads. The figure is taken from Evaluation, Selection, and
Application of Model-based Diagnosis Tools and Approaches by Scott Poll et al. [18].

4.1.2 Resistor
When the resistor is in its nominal state, the voltage drop across it is equal to the
current flowing through it multiplicated with its resistance as in Ohm’s law: U =
I*R. The model contains two failure modes: ”disconnected” and ”shorted”. When
the resistor is disconnected it behaves like a disconnected wire, see Section 4.1.1.
When the resistor is shorted it behaves like an ideal wire in its nominal state, see
Section 4.1.1.

4.1.3 Relays
The relay is the most common component in the testbed and the model contains
39 of them enabling over 549 billions system configurations. ADAPT contains two
types of relays: electromechanical relays and solid state relays (SSR). Both relay
types are modeled by the same equivalent circuit containing a resistor and a switch.
In the electromechanical case, the resistor represents the coil and in the solid state
case it could represent a diode if it’s a photo coupled SSR for example. In either
case, when the resistor is consuming enough power it will change the position of
the switch to ”closed”. If the resistor isn’t consuming enough power the switch will
remain in position ”open”. The resistor is connected to the real-time controller
through wires.

Electromechanical relay

Two failure modes have been modeled in the electromechanical relay model: ”stuck
open” and ”stuck closed”. When the relay has failed in either of these modes, the
position of the switch is stuck at a position and is not affected by the resistor.

Solid state relay

The model of the SSR is the same as the model for the electromechanical one with
one exception. It contains an extra failure mode: ”overheated”. The behavior of
this failure mode is equal to the behavior of the ”stuck closed” failure mode.
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4.1.4 Circuit breaker
A circuit breaker is like a fuse, it will trip and cut the connection if a high current
is flowing through it. The model contains one failure mode: ”disconnected” and
its resistance has been neglected for the same reason mentioned in Section 4.1.1.
When the circuit breaker is disconnected it will behave like it has tripped regardless
of the amount of current flowing through it.

4.1.5 Battery charger
The battery chargers used in the system uses 120 V AC to charge a 24 V battery
pack. The model is split in two parts: the AC and DC side. The AC side is
modeled as a resistor connected to ground. When there is a current going through
the resistor the battery charger is ”on” unless it is ”disconnected”. If the same
current is zero the battery charger is ”off”.

The DC side of the battery charger is modeled as an ideal battery in series
with a resistor which represents its internal resistance. In the stationary state,
the charging current is low and the charging voltage is equal to the maximum
battery voltage, see Section 3.8. However, this stationary state is reached after
several hours of charging making a detailed stationary model unpractical to use.
Therefore the charging current and voltage are left undefined in the ranges of 0 to
20 A and 20 to 50 V respectively if the battery charger is on. When the battery
charger is off the DC side is disconnected and the charging current is 0 A.

In addition to the failure mode disconnected, a failure mode called ”overcharg-
ing” has been modeled. This happens when the control circuits inside the charger
have failed in some way and the battery is being charged incorrectly. Since the
charging current and voltage is practically undefined it is not possible to say if
the battery is being overcharged by just looking at the electrical properties of the
charger. Instead, the model uses the battery temperature and determines if it is
higher than a certain threshold. In that case, the battery is being overcharged
and the battery charger is faulty and running in the overcharging mode. This
temperature threshold is further discussed in Section 4.1.8.

4.1.6 Charge controller
The charge controller model is very similar to the battery charger model. The
only difference is that it uses DC power from the solar panel instead of the AC
power supplied from the power grid to charge the battery.

4.1.7 Sensors
The testbed model contains 99 sensors of different types. Each sensor is connected
through wires to the I/O-hardware where the signals are decoded and presented
to the user. All sensors in the model except the temperature and position sensors
have three different failure modes: ”disconnected”, ”short to ground” and ”stuck”.
When a sensor fails it will report an incorrect value and the system being monitored
is not affected by its failure. When the sensor is disconnected the current going to
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the I/O-hardware is 0 A. When the sensor is shorted to ground the voltage on the
side leading to the I/O-hardware is 0 V. When the sensor is stuck the reported
value could be anything within the sensors operating range. All sensors except the
temperature and position sensors produce a voltage proportional to the quantity
being measured. Figure 4.3 shows how all sensors except the temperature and
position sensors are modeled.

Figure 4.2. Illustration of how all sensors except the temperature and position sensors
are modeled. The decoded voltage is proportional to the quantity the sensor is measuring.

Temperature sensor

The temperature sensors in the testbed are all platinum resistance temperature
detectors (platinum RTD’s). An RTD is a resistor with a resistance that varies
with temperature. The resistance of the RTD is approximated to be proportional
to the temperature. The approximation is sufficient [19] because the measured
temperatures are in a small interval. To get the temperature, the I/O-hardware
simply measures the resistance of the RTD and calculates the temperature. The
RTD can fail in the same way as the resistor described in Section 4.1.2. In addition
to those failure modes the RTD can also get stuck in the same way as the sensors
described earlier.

Figure 4.3. Illustration of how a RTD is connected to the I/O-hardware.
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Position sensor

The position sensors in the testbed report the position of the relays and circuit
breakers. The position sensor is modeled as a switch with a positon equal to the
position of the monitored component, unless the sensor has failed. The position
sensor is electrically isolated from the measured component. Figure 4.4 shows how
the position sensor model interacts with the relay model and the I/O-hardware.
The model contains two failure modes: ”disconnected” and ”shorted”. When the
position sensor is disconnected the switch is stuck open and when it is shorted the
switch is stuck closed.

Figure 4.4. Illustration of how the position sensor model interacts with the relay model
and the I/O-hardware.

4.1.8 Accumulator
An accumulator is a rechargeable battery. The accumulator is modeled as an
ideal battery in series with a resistor which represents the internal resistance of
the battery. The size of the internal resistance, Rint, is about 3.4 mΩ when fully
charged [4] but it is approximated to be 3.4 mΩ independent of the battery’s state
of charge in the nominal case. When the battery is being charged the total battery
voltage, the potential difference between the two battery poles Vp − Vn, is higher
than during discharge [4]. During charging there will be a current, I > 0, flowing
from the positive to the negative pole causing a voltage drop across the internal
resistance which adds up with the voltage of the ideal battery Ubatt. During
discharge the current flowing through the resistance, I < 0, will flow in the opposite
direction causing a voltage drop that works against the ideal battery voltage. This
behavior is depicted in Figure 4.5 and is expressed in equation 4.1. If the charger is
trying to charge the battery while loads are powered by the battery, the charging
current is diverted to the loads because it will chose the path which has the lowest
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potential. The model contains three failure modes: ”disconnected”, ”shorted” and
”damaged cell”. When the battery is disconnected, there is no relation between
the potential of the two poles and the current at each pole is zero. If the battery
is shorted it will behave as an ideal wire in its nominal state. If one or more of
the cells in the battery is damaged, the internal resistance is larger than normal:
Rint > 3.4mΩ.

Vp − Vn = Ubatt + IRint (4.1)

Figure 4.5. The total battery voltage when the battery is discharging to a load to the
left and when the battery is being charged to the right.

Temperature dependence

The temperature of each battery is monitored which makes it interesting to model
what the battery temperature depends on. One thing which is always true when
the battery is discharging to loads or when it is being charged, is that the internal
resistance will consume some power which is converted directly to heat, Qint. The
time derivative of this heat is equal to the current flowing through the battery, I,
squared times the size of the internal resistance, Rint. This relation is expressed
in equation 4.2.

Q̇int = I2Rint (4.2)

When the battery is being charged the total charging power, Pcharge, is equal
to the charging current, I, multiplicated with the potential difference between the
two battery poles Vp − Vn. This relation is expressed below.

Pcharge = (Vp − Vn)I (4.3)

The part of the total charging power that is not consumed by the internal
resistance is consumed by chemical reactions inside the ideal battery. This relation
is expressed in equation 4.4 where the power consumed by these chemical reactions
is called Pchem.

Pcharge = Q̇int + Pchem (4.4)



4.1 Physical models of the components 57

The temperature of each cell depends on the pressure inside it [21]. The size
of the pressure depends on how much gas is generated inside the cell. The pres-
sure stays very low during most of the charging process but when the battery is
approaching its fully charged state, the amount of generated gas increases [21],
[8]. When the cell is fully charged, all [21] or nearly all [8] of the power Pchem
is consumed by gas-generating reactions which increases the battery temperature.
Based on this information, the power Pchem has been modeled to behave in the
way listed below.

• During normal charging, all of the power Pchem will be used to change the
battery’s state of charge without generating heat.

• During overcharging, all of the power Pchem will be converted into heat.

Since the battery is in contact with the surrounding environment, it will dissi-
pate heat to it. The temperature of the battery, Tbatt, depends on how effectively
it can dissipate heat to the environment. Newtons law of coling gives the time
derivative of the total amount of dissipated heat to the environment Q̇env. Q̇env is
proportional to the temperature difference between the body and the environment.
This relation is expressed in equation 4.5 where α is the heat transfer number of
the battery and Tenv is the environment temperature.

Q̇env = α(Tbatt − Tenv) (4.5)

The difference between Q̇int and Q̇env is equal to the part converted to a
temperature rise. This relation is expressed in the basic formula of calorimetrics
used in equation 4.6 where c is the specific heat capacity and m is the mass of the
battery.

Q̇int − Q̇env = cmṪbatt ⇔ I2Rint − α(Tbatt − Tenv) = cmṪbatt (4.6)

The stationary battery temperature can now be expressed in terms of the
internal resistance and the current flowing through it. In the stationary case the
time derivative of the battery temperature Ṫbatt is zero. If this information is used
in equation 4.6 we get equation 4.8 below.

I2Rint − α(Tbatt − Tenv) = 0⇔ Tbatt = Tenv + I2Rint
α

(4.7)

This model contains one unknown parameter that had to be determined: the
heat transfer number of the battery to the environment, α. The area of the battery
(0.3m2) was used to determine the thermal resistance RT of a rectangular box with
flat surfaces. The thermal resistance is inversely proportional to the heat transfer
number α. This relation and the result is presented in the equation below.

RT = 2.5 oC/W = 1
α
⇔ α = 1

2.5 W/oC (4.8)
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Overcharging

During overcharging, all of the power Pchem is converted into heat. Equation 4.4
states that in this case, all charging power Pcharge is converted into heat. The
analysis in Section 4.1.8 is repeated with all charging power converted into heat
instead of only using the heat from the internal resistance. The analysis gives the
stationary battery temperature expressed in equation 4.9.

Pcharge − α(Tbatt − Tenv) = 0⇔ Tbatt = Tenv + Pcharge
α

(4.9)

This relation combined with equation 4.3 gives the equation below.

Tbatt = Tenv + (Vp − Vn)I
α

(4.10)

The model uses the battery temperature to determine if the battery is being
overcharged. If the battery temperature is higher than Tenv and lower than Tenv+
I2Rint
α the battery is not being overcharged. However, if the temperature is larger

than Tenv + I2Rint
α it is being overcharged. If a battery is being overcharged, the

connected charger is considered faulty, not the battery.

4.1.9 Solar panel
The solar panel is basically 72 photovoltaic polycrystalline cells connected in series
in an array as seen in Figure 4.6. Each cell contributes with a small voltage of
approximately 0.5 to 0.65 V under normal conditions [15], [2]. The model contains
three failure modes: ”disconnected”, ”blocked” and ”partially blocked”. When the
solar panel is blocked, the exposed area in the model is zero. If it is partially
blocked the exposed area in the model is between zero and the nominal exposed
area of 0.864 m2. Finally, if the solar panel is disconnected there is no relation
between the electrical potentials of two terminals and the current flowing through
them is zero.

The P-N junction

To understand how a photovoltaic cell works, knowledge of P-N junctions [15],
[2] is required. A photovoltaic cell is basically a large P-N junction. In pure
silicon structures, four atoms with four valence electrons each form a covalent
bond. When one of these atoms are replaced by an impurity atom the material is
doped. The P-N junction contains two doped sides: the P-doped and the N-doped
side. The N-doped side is doped with an impurity atom with five valence electrons,
typically phosphorus. Four of the five valence electrons in the phosphorus atom is
used in the covalent bond and the fifth is promoted to the conduction band creating
a free negative charge carrier. The same thing is done on the P-side but with an
atom with three valence electrons, typically boron. The covalent bond is now one
electron short which attracts electrons from neighboring Si4 covalent bonds. At
room temperature an electron from a neighboring bond will always jump to repair
the unsatisfied bond leaving a hole which is a positive charge carrier that can move
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Figure 4.6. Illustration of how the photovoltaic cells are connected in series in an array.

around in the crystal and carry a current. Both the electrons and the holes can
travel around freely in the crystal structure and are called mobile charge carriers.

When the two doped sides are put in contact with each other, there is an
imbalance between the electron and hole concentrations causing them to diffuse
into each others regions, following a gradient of electrochemical potential. When
the electrons diffuse into the P-doped side it is very likely that it will recombine
with a hole creating a negatively charged ion near the P-N interface. The same
thing happens when the holes diffuse into the N-doped side and recombine with
an electron, creating a positively charged ion near the P-N interface. As the re-
combination takes place, increasingly more ions are created near the P-N interface
until an electrical potential is built up that opposes the diffusion currents. This
electrically charged region is called the depletion region or the space charge re-
gion. When no external voltage source is connected, the built up voltage in the
equilibrium state is called the built in voltage. Figure 4.7 shows the two doped
sides and the space charge region in a P-N junction. The hole concentration is
high in the P-doped side, low in the N-doped side and decreases exponentially in
the space charge region. The electron concentration is high in the N-doped side,
low in the P-doped side and decreases exponentially in the space charge region.

When the N-doped side is connected to the positive terminal of a battery
and the P-doped side is connected to the negative terminal of a battery, the mo-
bile charge carriers are pushed towards the P-N interface. When the battery is
connected this way the P-N junction is forward biased. The positively charged
terminal repels the holes in the P-doped side while the negatively charged termi-
nal repels the electrons in the N-doped side. When this happens the width of the
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Figure 4.7. Illustration of a P-N junction in thermal equilibrium.

space charge region decreases making it easier for charge carriers to penetrate it
and carry a current through it. This setup is depicted in Figure 4.8.

Figure 4.8. Illustration of how the P-N junction when forward biased. The width of
the space charge region is decreased.

When the terminals of the battery are switched, the mobile charge carriers are
pulled away from the junction which increases the width of the space charge region.
When the battery is connected this way the P-N junction is reverse biased. When
this happens the flow of charge carriers through the junction is greatly reduced.
This setup is depicted in Figure 4.9.

Because of this rectifying behavior, the P-N junction will behave like a diode
that promotes current to flow in only one direction across the junction. Electrons
may pass from the n-type side into the p-type side, and holes may pass from the
p-type side to the n-type side, but not the other way around.
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Figure 4.9. Illustration of how the P-N junction when reverse biased. The width of the
space charge region is increased.

The photovoltaic cell

When a photon hits the surface of a photovoltaic cell, one out of three things
happens:

1. The photon passes straight through the material. This is common for pho-
tons which carries low energy.

2. The photon is reflected.

3. The photon is absorbed by the material if the photon energy is higher than
the band gap voltage Eg of the material.

When the energetic photon is absorbed by the material, its energy is given
to an electron which usually is in the valence band, stuck in a covalent bonding.
When this happens, the electron gets excited into the conduction band where it can
move freely through the semiconductor. When the electron is removed from the
valence band, the covalent bond which it was a part of is now missing an electron
and a hole has been created. This way an absorbed photon creates a mobile
electron-hole pair. When this happens in the N-doped side, the concentration of
electrons is barely affected because of the already existing large numbers in that
region. However, the generated hole is in minority and the concentration of holes
in that region is greatly increased. The same thing happens when a photon creates
an electron-hole pair in the P-doped side, but then the electron concentration is
affected the most.

This minority carrier concentration increase affects the balance between the
diffusion currents and the electrical field. The minority carrier will eventually
diffuse into the space charge region where the electrical field forces it into the
other side of the P-N interface. This movement of charge carriers, created by
photons, carries a photocurrent which is the purpose of the photovoltaic cell.
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Ideal model

The modeling strategy is to use a simple, electrically equivalent circuit of the
photovoltaic cell. The first approach is to model the cell as an ideal diode in
parallel with a current source which represents the generation of the photocurrent
Iph. When the cell is illuminated, the generated photocurrent is proportional to
the light intensity [15] and the illuminated area. The behavior of an ideal diode is
expressed in the Shockley diode equation seen in equation 4.11 with the ideality
factor, n equal to one. The parameters used in the equation are explained below.

• q is the elementary charge

• kB is the boltzmann constant

• Id is the current flowing through the diode

• Vd is the voltage across the diode

• T is the diode temperature

• I0 is the reverse saturation current and depends on the material of the cell

• n is the diode ideality factor which is equal to one for an ideal diode

Id = I0(eqVd/nkBT − 1)⇔ Id = I0(eqVd/kBT − 1) (4.11)

The Shockley diode equation and Kirchoff’s current law gives the relation be-
tween the cell voltage, V and current I seen below.

I = Iph − Id ⇔ I = Iph − I0(eqV/kBT − 1) (4.12)

This simple model represents the rectifying behavior of the P-N junction com-
bined with the generation of photocurrent. Figure 4.10 shows a circuit diagram of
the ideal model.

Figure 4.10. Circuit diagram of an ideal photovoltaic cell.
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When the cell is not connected to a load, all the generated photocurrent is
pushed through the diode creating an open circuit voltage Voc between the two
terminals. The size of this voltage is calculated in equation 4.13 by manipulating
equation 4.12 and taking into account that the current between the terminals is
zero.

0 = Iph − I0(eqVoc/kBT − 1)⇔ Voc = kBT

q
ln(Iph/I0 + 1) (4.13)

If we introduce a short circuit between the two terminals, the voltage between
the terminals is zero and the short circuit current Isc will be equal to the pho-
tocurrent. This can be expressed mathematically by manipulating equation 4.12
and inserting V = 0 as seen below.

Isc = Iph − I0(eq∗0/kBT − 1)⇔ Isc = Iph (4.14)

As mentioned earlier, the generated photocurrent Iph is proportional to the
light intensity and the illuminated area. This behavior is described by equation
4.15 where L is the light intensity, A is the exposed cell area and Iph,0 is the
photocurrent under standard test conditions. The light intensity is 1000W/m2

and the exposed area is 0.864/72m2 under standard test conditions.

Iph = Iph,0
L

1000
72A
0.864 (4.15)

Non-ideal model

One of the goals with the model is to get the same electrical characteristics as spec-
ified by the manufacturer in Section 3.4.1. In order to achieve this goal properly,
the cell model must satisfy four mathematical constraints listed below. The total
power output of the cell is P , the cell current Ip and voltage Vp is the maximum
power point.

1. V = Voc = 40/72 ≈ 0.56 [V] when I = 0

2. I = Isc = 3.75 [A] when V = 0

3. I = Ip when V = Vp

4. max(P (I, V )) = P (Ip, Vp) = P (3.15, 32.4/72) = P (3.15, 0.45)

The ideal model is not enough to satisfy all of the above constraints at the same
time. This happens because the ideal model only has two unknown parameters:
I0 and Iph,0. The solution to the problem is to expand the solution space by
introducing more unknown parameters. There are a couple of non-ideal factors
listed below that can be used to expand the model [15], [2].

1. Power loss through the resistance of the contacts.

2. Power loss through leakage currents through the cell, around the edges of
the device and between contacts of different polarity.



64 Model of the Advanced Diagnostics and Prognostics Testbed
(ADAPT)

3. Non-ideal diode behavior.

In order to get a solvable equation system, only two of the three non-ideal
factors can be modeled. That way the equation system will contain four unknown
parameters and four constraints which is solvable. The best result was achieved
with ideal diode behavior with the first two factors included in the model. The
first factor is modeled by a parasitic resistance, Rs in series with the cell. The
second factor is modeled by a parasitic shunt resistance Rsh in parallel with the
diode and the current source. The new electrical circuit diagram is depicted in
Figure 4.11 where Vs and Vsh are the voltage drops over Rs and Rsh respectively.

Figure 4.11. Circuit diagram of a non-ideal photovoltaic cell.

The photocurrent is now split up into three parts: current through the diode
Id, current through the shunt resistor Ish and current through the series resistor
I which is the cell output current. This relation is expressed in equation 4.16.

Iph = Id + Ish + I (4.16)
Ohm’s law applied on the series resistor gives: IsRs = Vs. The potential before

the current enters the series resistance becomes V + IRs which also is the voltage
drops Vsh over Rsh and Vd over the diode. Ohm’s law applied on the shunt resistor
gives the current Ish expressed in the equation below.

Ish = Vsh/Rsh = (V + IRs)/Rsh (4.17)
The diode voltage drop Vd = V + IRs inserted in the ideal Shockley diode

equation 4.11 gives the equation below.

Id = I0(eq(V+IRs)/kBT − 1) (4.18)
Equations 4.15, 4.17 and 4.18 gives the equation below.

Iph,0
L

1000
72A
0.864 = I0(eq(V+IRs)/kBT − 1) + V + IRs

Rsh
+ I (4.19)

The specifications from the manufacturer were produced under standard test
conditions which means that the light intensity L is 1000W/m2, the total illu-
minated area A is 0.864m2 and the cell temperature T is 25oC = T0. Equation
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4.19 can be used to determine the four unknown parameters if the standard test
conditions are taken into account. Equation 4.19 together with the standard test
conditions becomes the equation below.

Iph,0 = I0(eq(V+IRs)/kBT0 − 1) + V + IRs
Rsh

+ I (4.20)

The first constraint inserted into equation 4.20 gives the constraint equation
below.

Iph,0 = I0(eq(Voc)/kBT0 − 1) + Voc
Rsh

(4.21)

The second constraint inserted into equation 4.20 gives the constraint equation
below.

Iph,0 = I0(eq(IscRs)/kBT0 − 1) + IscRs
Rsh

+ Isc (4.22)

The third constraint inserted into equation 4.20 gives the constraint equation
below.

Iph,0 = I0(eq(Vp+IpRs)/kBT0 − 1) + Vp + IpRs
Rsh

+ Ip (4.23)

In order to get the fourth constraint equation, an analytical expression for the
maximum power point is needed. A new function H(I, V ) is introduced which is
zero when equation 4.20 holds. H(I, V ) and the total power P (I, V ) is expressed
below.

H(I, V ) = I0(eq(V+IRs)/kBT0 − 1) + V

Rsh
+ I(1 + Rs

Rsh
)− Iph,0 (4.24)

P (I, V ) = IV (4.25)

The derivates of H(I, V ) and P (I, V ) with respect to I and V gives the maxi-
mum power point expressed in the equation below.∣∣∣∣∣∣

δH
δI

δP
δI

δH
δV

δP
δV

∣∣∣∣∣∣ = 0⇔ δH

δI

δP

δV
− δH

δV

δP

δI
= 0 (4.26)

The four derivates used in 4.26 are expressed in equations 4.27 to 4.30 below.

δP

δV
= I (4.27)

δP

δI
= V (4.28)

δH

δV
= 1
Rsh

+ I0q

kBT0
eq(V+IRs)/kBT0 (4.29)
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δH

δI
= 1 + Rs

Rsh
+ I0qRs
kBT0

eq(V+IRs)/kBT0 (4.30)

Equations 4.27 to 4.30 inserted into equation 4.26 gives the fourth constraint
equation 4.31.

(
1 + Rs

Rsh
+ I0qRs
kBT0

eq(V+IRs)/kBT0

)
I −

(
1
Rsh

+ I0q

kBT0
eq(V+IRs)/kBT0

)
V = 0

(4.31)
Finally, the four constraint equations 4.21 to 4.23 and 4.31 can be used to

calculate the four unknown parameters: I0, Iph,0, Rs and Rsh. This system of
equations contains several unknown parameters which occur in both polynomial
and exponential terms, making an analytical solution extremely difficult if not
impossible to find. Therefore the equation system was implemented in RODON
which calculated the following numerical solution:

I0 = 1.3188 · 10−9A
Iph,0 = 3.7841A
Rs = 9.3351 · 10−3Ω
Rsh = 1.0273Ω

The solution is realistic. The reverse saturation current I0 is normally very
small, the photocurrent Iph,0 is normally close to the short circuit current Isc
(3.75 A) and the series resistance Rs is normally small. However the shunt resis-
tance Rsh is normally quite large and ideally its resistance is infinitely large. The
calculated shunt resistance is not unrealistic but it is a bit smaller than expected.
An explanation to this is that the somewhat small size of the shunt resistance is
compensating for the non-ideal behavior of the diode which was neglected.

Given the model of one cell, it is possible to plot the current-voltage char-
acteristics of the entire array. Figure 4.12 depicts the modeled current-voltage
characteristics at different light intensities. It is also possible to plot the total
power output of the array against the voltage and current, see Figures 4.13 and
4.14.

Temperature dependence

In Section 3.4.1 it is mentioned that a temperature sensor is attached to the solar
cell. This makes it interesting to model how the solar panel is affected by the tem-
perature. In the non-ideal model the temperature only occurs in the exponential
term of the diode behavior. However, that single temperature dependence is not
enough to satisfy the specified temperature behavior given by the manufacturer
in Section 3.4.1. The temperature effect on the photocurrent is approximated to
be equal to its effect on the short circuit current: 0.09%/oC. What this approx-
imation actually does is to neglect the small series resistance with respect to the
temperature dependence. Equation 4.32 shows the linear temperature dependence
of the photocurrent.
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Figure 4.12. The effects of light intensity on the current-voltage characteristics of the
entire array.

Figure 4.13. The total power output of the solar array plotted against the voltage
under standard test conditions. Notice the maximum power point of 32.4 Volts.
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Figure 4.14. The total power output of the solar array plotted against the current
under standard test conditions. Notice the maximum power point of 3.15 Amperé.

Iph = Iph,0
L

1000
72A
0.864(1 + (T − T0)0.09

100 ) (4.32)

Another temperature dependent parameter is the reverse saturation current I0.
It is proportional to the intrinsic carrier concentration ni squared. The temper-
ature dependence of the intrinsic carrier concentration dominates in the reverse
saturation current. The interested reader can find an extensive derivation of this
relation in [2]. The temperature dependence of the intrinsic carrier concentration
is expressed in the equation below where Eg is the band gap voltage of silicon and
β is a constant.

ni = βT 3/2e−Eg/(2kBT ) (4.33)

The interested reader can find an extensive derivation of this relation in [2] or
[22]. The temperature dependence of the reverse saturation current is expressed
in the equation below where γ and C are constants.

I0 = γn2
i = γ(βT 3/2e−Eg/(2kBT ))2 = CT 3e−Eg/(kBT ) (4.34)

The constant C can be determined by the the following constraint: the calcu-
lated value of I0 is 1.3188 ·10−9A = I0,0 at standard test conditions. The constant
C is determined in the equation below.
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I0(T0) = I0,0 ⇔ I0,0 = CT 3
0 e
−Eg/(kBT0) ⇔ C = I0,0

T 3
0 e
−Eg/(kBT0) (4.35)

The expression for C in equation 4.35 inserted into equation 4.36 gives the final
temperature dependence of the reverese saturation current. This is expressed in
the equation below.

I0 = I0,0

T 3
0 e
−Eg/(kBT0)T

3e−Eg/(kBT ) = I0,0( T
T0

)3e−Eg/kB(1/T−1/T0) (4.36)

The temperature effect on the current-voltage characteristics of the entire array
is depicted in Figure 4.15. The modeled temperature effect on the short circuit
current, open circuit voltage and the maximum power is depicted in Figures 4.16,
4.17 and 4.18. The modeled short circuit current increases 0.09 %/oC until the
temperature reaches 120 oC and the linear behavior stops. The modeled open
circuit voltage decreases 0.36 to 0.38 %/oC which is close to the specified value of
0.41 %/oC. The modeled maximum power decreases 0.36 to 0.38 %/oC which is
relatively close to the specified value of 0.49 %/oC.

Figure 4.15. The temperature effects on the current-voltage characteristics of the entire
array.
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Figure 4.16. The temperature effects on the short circuit current. The specified value
from the manufacturer is 0.09 %/oC.

Figure 4.17. The temperature effects on the open circuit voltage. The specified value
from the manufacturer is -0.41 %/oC.



4.1 Physical models of the components 71

Figure 4.18. The temperature effects on the maximum power. The specified value from
the manufacturer is -0.49 %/oC.

4.1.10 Inverter
The inverter converts 24 V DC into 120 V AC with a frequency of 60 Hz. The AC
voltage is generated with an accuracy of +4%/− 10% and the frequency with an
accuracy of ± 0.05 Hz [6]. If the supplied DC voltage is below 20 V or above 32 V
it will shut down. The inverter model is very similar to the battery charger model
described in Section 4.1.5. The model has been separated into two sides: the DC
and the AC side. If the DC voltage is outside the range of 20 to 32 V the battery
will be ”off”, otherwise ”on”. When the inverter is off, there is no current going in
or out of the inverter and there is no AC voltage generated. The model contains
three failure modes: ”disconnected”, ”crystal failure” and ”unknown”. When the
inverter is disconnected, it is off independently of the DC voltage. When the AC
output frequency is outside the nominal range, something is wrong with the crystal
that is used to control it. When this happens, the inverter has a crystal failure.
The unknown failure mode is used to catch faults that have not been anticipated.

4.1.11 Loads
All scenario loads has been modeled as resistors. If the load has some kind of
output, it is proportional to the power consumption, i.e the pumped water by
”Pump 1” is proportional to the consumed power. Eight of the connected lamps are
monitored by temperature sensors. Initially, the lamp models had a very similar
temperature model as the accumulator model, seen in equation 4.37. However,
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when the lamp is suddenly turned off the bulb temperature is high despite that
no power is consumed. This would not cause any problems if the bulbs were
allowed to cool down before diagnosis. Unfortunately, that was not the case in the
experiments done by NASA and diagnosis had to be made in a small time window
before the operator turned on the backup loads. Therefore the temperature model
of the lamps had to be disabled.

Tenv ≤ Tbulb ≤ Tenv + Q̇/α (4.37)

4.2 RODON implementation
The physical behavior of each component has been implemented in classes. The
model is built up of instances of these classes which support reusable components.
Equations are programmed into these classes in Rodelica directly. This simple
way of programming promotes a fast and efficient model implementation. All the
components described in Section 4.1 are implemented directly as described, except
for the solar panel and the battery charger-accumulator interaction. The entire
testbed model would be significantly slowed down if the 72 photovoltaic cells had
been implemented as 72 separate components. In order to make the model run
more smoothly, an equivalent circuit was implemented with the same physical be-
havior but with faster computational times. The 72 cells were replaced by one
big cell. The difference between a small and a big cell is the scaling factor of 72
inserted at suitable locations. The resulting big cell model is expressed in the
equations below.

Rs,big = 72Rs
Rsh,big = 72Rsh
I0,big = I0,0( TT0

)3e−Eg/kB(1/T−1/T0)

Id,big = I0,big(eq(V+IRs,big)/72kBT − 1)
Iph,big = Iph,0

L
1000

A
0.864 (1 + (T − T0) 0.09

100 )
Ish,big = (V + IRs,big)/Rsh,big
Iph,big = Id,big + Ish,big + I

The interaction between the chargers and the accumulators had to be imple-
mented at a higher level. This was necessary because the charger is in the failure
mode ”overcharging” if the battery temperature is too high. This means that the
overcharging is impossible to detect by just looking at the charger.

4.2.1 NASA Library
All the classes of different components and subsystems make up the NASA library.
The library has been separated into two parts: components and systems. The
components part contains all the lowest level building blocks and the systems part
contains all the high level structures comprised of instances from the components
part. This library can be reused in other similar projects. A screenshot of the
NASA-library is depicted in Figure 4.19.
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Figure 4.19. Screenshot of the NASA library in the RODON composer.
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4.2.2 Model structure
The modeling strategy was to make the model easy to understand and in many
ways self-explanatory. All low level components used in the model are located
in a subsystem of some kind. The subsystems have a picture of what the actual
hardware looks like. This way, an operator can relate RODON candidates with
the actual hardware in the lab (or space shuttle). The hierarchical model structure
of the EPS and the advanced caution and warning system (ACAWS) is depicted
in Figures 4.20 and 4.21. The loads and the load sensors have been modeled in a
separate subsystem outside the EPS model. This makes the model easy to update
if a new set of loads are connected.

Figure 4.20. The ADAPT model structure. The lowest level is not included.

4.2.3 Model-based diagnosis of the testbed
Diagnosis is performed on the testbed in the same way as described in Section 2.2.2.
The model contains 99 sensors and 39 relays which can make it time-consuming to
insert sensor measurements and relay commands. To automate this, all I/O signals
have been organized in a list in the model where the observations are inserted. A
script is used to automatically insert experiment data from NASA into the list.
The list is located in an object called DAC (Data Acquisition Computer). The
observations are propagated from the DAC into an object called ECU (Electronic
Control Unit). The ECU represents the Compact Fieldpoint backplanes where the
I/O hardware and the real-time controllers are located. From there, the measure-
ments are propagated into the EPS. The signal flow during diagnosis is depicted
in Figure 4.22. Sensor measurements of the loads are inserted in the same way
into an object called ”LoadMonitoring”. From there the signals are propagated
into a separate ECU object where the load sensors are connected. The process of
inserting observations can of course be automated even further enabling on-board
monitoring of the testbed.

When the observations are inconsistent with the nominal model, conflicts will
arise and a set of candidates will be created. These candidates are highlighted
in the RODON model making it easy to find faulty low level components. The
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Figure 4.21. The ACAWS model structure.
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Figure 4.22. The signal flow during diagnosis. Observations are propageted through
the different components of the model and will cause conflicts if the system is faulty.
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number of candidates can be reduced interactively by inserting additional mea-
surements. Section 5.3 explains how this is done. Figures 4.23 to 4.26 depicts how
a low level candidate can be located from the top level in the RODON model. In
this example the candidate is a disconnected inverter.

Figure 4.23. The top level view of the RODON model. ADAPT is faulty and high-
lighted.

4.2.4 Generation of decision trees
The model has been used to create a state data base as explained in Section 2.2.
The vast number of system configurations makes it necessary to create the data
base for a limited number of operational states. In this case, the state data base
has been created for the nominal configuration in the ACAWS scenarios. The
state data base has been used to generate decision trees based on a couple of
symptoms. In this case the symptoms are the observed behavior in the ACAWS
scenarios described in Section 3.5.3. An unpowered AC load results in i.e. a fan
stops rotating or a lamp stops shining. However, the DC loads show no obivous
sign that they are not powered, that is why the symptom ”current sensor IT180
reports 0A” is used. The created symptoms are listed in Figure 4.27.
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Figure 4.24. The ADAPT level view of the RODON model. The Power Generation
Unit is faulty and highlighted.

Figure 4.25. The Power Generation Unit level view of the RODON model. The second
inverter panel is faulty and highlighted.
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Figure 4.26. The lowest level view of the RODON model. The inverter is faulty and
highlighted.
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Figure 4.27. Table of created symptoms for the ACAWS scenarios.



Chapter 5

Results and discussion

As mentioned in Section 2.2, a RODON model can be used in several ways. In this
project, it has been used to generate decision trees and perform model-based diag-
nosis on experiment data provided by NASA. The produced results are presented
and discussed in this chapter.

5.1 Model-based diagnosis
Model-based diagnosis is performed on sampled experiment data from the ACAWS
scenarios. As mentioned in Section 4.2.3, only data from one time instance is used.
The used data sample is taken after the fault(s) have been injected and before
the operator has taken action. The data is taken when most of the transient
behavior has settled down. The generated candidates and the calculation times
are presented in Figures 5.1 and 5.2.

5.1.1 Discussion
The injected fault is found among the generated candidates in all cases except in
the first fault in scenario 5a and the second fault in scenario 5b. The first fault in
scenario 5a is very similar to the second fault in scenario 5b: in both cases a fault
is injected into a temperature sensor which is monitoring the bulb temperature of
a connected lamp. The reason why this kind of fault is undetectable is because
the temperature model of the connected lamps have been disabled for practical
reasons explained in Section 4.1.11. A comforting thought is that the temperature
sensor failure does not directly affect the function of the EPS.

In scenario 3b, a fault is injected into the second battery pack by spoofing
sensor values. Two voltage sensors are spoofed into reporting zero volts. A third
and a fourth voltage sensor is measuring the same voltage but is not spoofed.
This causes unwanted conflicts between the four measured voltages. In this case,
the software fault injection procedure is insufficient and the model is correct. A
schematic showing the location of the four voltage meters is depicted in Figure 5.3
and a plot of the reported sensor values is depicted in Figure 5.4. When RODON
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Figure 5.1. Diagnosis results from ACAWS scenarios 1a to 1d. The injected fault(s) is
seen to the left and generated candidates are seen to the right. The correct generated
candidate is written in bold.
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Figure 5.2. Diagnosis results from ACAWS scenarios 2a to 6b. The injected fault(s) is
seen to the left and generated candidates are seen to the right. The correct generated
candidate is written in bold.
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uses data from this scenario a triple fault candidate is generated after 1 minute
and 57 seconds. The generated candidate is quite interesting since it contains the
two spoofed sensors in addition to the correct candidate. In this case, a fault in
the software injection procedure was detected in addition to the injected fault.

When a fault is injected into a relay or relay position sensor, the model can not
discriminate between the correct candidate and the wires leading to it from the I/O
hardware. This is caused by the lack of sensors monitoring those wires. The wire
candidates can be excluded interactively by performing additional measurements
on them. A model without I/O hardware and wires would achieve perfect isolation
in those experiments. However, such a model would be insufficient if a wire would
actually fail. When ”BattA disconnected” is injected, a number of candidates
are generated. All of them are related to the correct battery pack. A model
with less depth and one big component for the entire battery pack would achieve
perfect isolation in the experiments. The reason to keep the model depth was
the temperature sensors attached to each battery inside the battery packs. When
”inverter disconnected” is injected, the model can not discriminate between the
two failure modes: ”disconnected” and ”unknown”. Either way the correct failed
component is detected. As mentioned in Section 4.1.10, the ”unknown” failure
mode was modeled to catch unanticipated failures. The calculation times exceeds
the time between each sample (0.5 s) which is not ideal for online monitoring.
However, the model can be used by RODON to generate diagnostics rules which
can be used by a small and fast application with much shorter calculation times.

In summary, all injected faults except faults in temperature sensors would be
isolated with less model depth. The calculation times would also be decreased.
However, such a model might be insufficient if a failure not defined in the exper-
iments would occur. That would not be desirable in a real satellite system. A
dynamic model is needed to detect failures in the temperature sensors but those
do not affect the actual function of the EPS.

Figure 5.3. A schematic showing the location of the four voltage meters. Only two are
spoofed when all four are measuring the same voltage.
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Figure 5.4. A plot of the reported values from the four voltage meters. Only two are
spoofed when all four are measuring the same voltage. The four graphs should be close
to each other but that is not the case here.

5.2 Decision trees
Decision trees has been generated based on symptoms from the ACAWS scenarios
described in Section 4.2.4. Some of the presented trees had to be limited to only
contain branches investigated by the operator. This was done because of the size
of the trees. The generated decision trees are not static. The user can choose to
perform alternative measurements which change the structure of the tree. The
presented tree in most of the scenarios is one out of several possible trees. All of
the alternative trees lead to the same results but with alternative measurements,
i.e. the user can choose to inspect the light emittance of a lamp by looking at
a light sensor or by directly checking the brightness of the lamp. This is further
explained below. The user can specify which types of measurements are possible.

5.2.1 Scenario 1a
In this scenario relay EY170 has failed open and the symptom used is that the
three lamps inside the first lamp box are off. The symptom can be changed into
light sensor LT500 reports that the three lamps inside the first lamp box are
off. The user is asked to inspect relay position sensor ESH170 (which reports
”open/tripped”). If it is not possible to perform measurements on wires, the final
leaf contains the correct candidate and the wires leading to the failed relay. Figure
5.5 depicts how a user can find the correct candidate. If those measurements are
possible, the user can specify that and another tree depicted in Figure 5.6 is
automatically created.

The user can also choose to perform alternative measurements which change
the structure of the tree. A screenshot of the tree in RODON and the list of
alternative measurements for the first node in scenario 1a is depicted in Figure
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Figure 5.5. Decision tree created from the symptom: the three lamps inside the first
lamp box are not shining. This tree is used for scenario 1a.

Figure 5.6. Decision tree created from the symptom: the three lamps inside the first
lamp box are not shining. Measurements are allowed on the wires. This tree is used for
scenario 1a.
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5.7. The list is quite long which is caused by the large amounts of sensors in the
testbed. The presented tree in most of the scenarios is one out of several possible
trees. All of the alternative trees lead to the same results but with alternative
measurements. RODON supports the operating mode to be changed interactively
to further isolate the faulty candidate. The large number of sensors in the testbed
made such operation mode changes unnecessary.

Figure 5.7. A screenshot of the graphical user interface showing possible alternative
measurements for the first node.

5.2.2 Scenario 1b
In this scenario relay position sensor ESH271 is disconnected and the symptom
is that it is reporting value ”open/tripped”. The user is asked to check if the
connected lamp is bright or off. In this case the lamp is shining bright since the
relay is not faulty. The isolated leaf in the tree is relay position sensor ESH271
disconnected which is the correct candidate. Figure 5.8 depicts how a user can
isolate the correct candidate.

5.2.3 Scenario 1c fault 1
In this case relay EY260A has failed open and the symptom is loss of the entire
second load bank. The user is asked to inspect relay position sensor ESH260A
(which reports ”open/tripped”). The final leaf contains the correct candidate and
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Figure 5.8. Decision tree created from the symptom: position sensor ESH271 reports
”open/tripped”. This tree is used for scenario 1b.

the wires leading to the failed relay. Additional measurements on the wires are
needed for complete isolation. Figure 5.9 depicts how a user can find the correct
candidate.

5.2.4 Scenario 1c fault 2
In this case relay position sensor ESH171 is disconnected and the symptom is that
it is reporting value ”open/tripped”. The user is asked to check if the connected
fan is rotating or not. In this case the fan is rotating since the relay is not faulty.
The isolated leaf in the tree is relay position sensor ESH171 disconnected which
is the correct candidate. Figure 5.10 depicts how a user can isolate the correct
candidate.

5.2.5 Scenario 1d fault 1
In this case relay EY160 has failed open and the symptom is loss of the entire first
load bank. The user is asked to inspect relay position sensor ESH160A (which re-
ports ”open/tripped”). The final leaf contains the correct candidate and the wires
leading to the failed relay. Additional measurements on the wires are needed for
complete isolation. Figure 5.11 depicts how a user can find the correct candidate.

5.2.6 Scenario 1d fault 2
In this case relay EY270 has failed open and the symptom is that the connected
load, pump 1 is off. The user is asked to inspect relay position sensor ESH270
(which reports ”open/tripped”). The final leaf contains the correct candidate and
the wires leading to the failed relay. Additional measurements on the wires are
needed for complete isolation. Figure 5.12 depicts how a user can isolate the
correct candidate.

5.2.7 Scenario 2a
In this case relay EY141 has failed open and the symptom is loss of the entire first
load bank. The user is asked to inspect relay position sensor ESH160A (which
reports ”closed”) and then ESH141A (which reports ”open/tripped”). The final
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Figure 5.9. Decision tree created from the symptom: AC loads connected to the second
load bank off. This tree is used for the first fault in scenario 1c, scenario 2b, 3b, 4b and
the second fault in scenario 5a.

Figure 5.10. Decision tree created from the symptom: position sensor ESH171 is
reporting value ”open/tripped”. This tree is used for the second fault in scenario 1c.
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Figure 5.11. Decision tree created from the symptom: AC loads connected to the first
load bank off. This tree is used for the first fault in scenario 1d, scenario 2a, 3a, 4a, the
first fault in scenario 5b, scenario 6a and the second fault in scenario 6b.

Figure 5.12. Decision tree created from the symptom: pump 1 off. This tree is used
for the second fault in scenario 1d.



5.2 Decision trees 91

leaf contains the correct candidate and the wires leading to the failed relay. Addi-
tional measurements on the wires are needed for complete isolation. Figure 5.11
depicts how a user can find the correct candidate.

5.2.8 Scenario 2b
In this case relay EY244 has failed open and the symptom is loss of the entire
second load bank. The user is asked to inspect relay position sensor ESH260A
(which reports ”closed”) and then ESH244A (which reports ”open/tripped”). The
final leaf contains the correct candidate and the wires leading to the failed relay.
Additional measurements on the wires are needed for complete isolation. Figure
5.9 depicts how a user can find the correct candidate.

5.2.9 Scenario 3a
In this case the first battery pack is disconnected and the symptom is loss of the
entire first load bank. The user is asked to inspect relay position sensor ESH160A,
then relay position sensor ESH141A (both reports ”closed”), then voltage sensor
E140 (which reports zero volts) and finally circuit breaker position sensor ISH136
(which reports ”closed”). The final leaf contains the correct battery pack. Figure
5.11 depicts how a user can find the correct candidate.

5.2.10 Scenario 3b
In this case the second battery pack is disconnected and the symptom is loss
of the entire second load bank. The user is asked to inspect relay position sen-
sor ESH260A, then relay position sensor ESH244A (both reports ”closed”), then
voltage sensor E240 (which reports zero volts) and finally circuit breaker position
sensor ISH236 (which reports ”closed”). The final leaf contains the correct battery
pack. Figure 5.9 depicts how a user can find the correct candidate.

5.2.11 Scenarios 4a, 5b fault 1 and 6a fault 1
The first inverter disconnected is injected in all three cases and the symptom is loss
of the entire first load bank. Therefore the same tree is used. The user is asked to
inspect relay position sensor ESH160A, then relay position sensor ESH141A (both
reports ”closed”), then voltage sensor E140 (which reports high voltage) and finally
circuit breaker position sensors ISH166 and ISH162 (both reports ”closed”). The
final leaf contains the correct inverter. Figure 5.11 depicts how a user can find the
correct candidate.

5.2.12 Scenarios 4b and 5a fault 2
The second inverter disconnected is injected in both cases and the symptom is loss
of the entire second load bank. Therefore the same tree is used. The user is asked
to inspect relay position sensor ESH260A, then relay position sensor ESH244A
(both reports ”closed”), then voltage sensor E240 (which reports high voltage) and
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finally circuit breaker position sensors ISH266 and ISH262 (both reports ”closed”).
The final leaf contains the correct inverter. Figure 5.9 depicts how a user can find
the correct candidate.

5.2.13 Scenario 6a fault 2
Circuit breaker CB180 disconnected is injected after the first inverter has been dis-
connected. The symptom is that current meter IT181 reports 0A. The user is asked
to inspect relay position sensor ESH160A, then relay position sensor ESH141A
(both reports ”closed”), then voltage sensor E181 (which reports zero volts) and
finally circuit breaker position sensor ISH180 (which reports ”open/tripped”). The
final leaf contains the correct circuit breaker. Figure 5.13 depicts how a user can
find the correct candidate.

Figure 5.13. Decision tree created from the symptom: current sensor IT181 reports
0A. This decision tree is used for the second fault in scenario 6a and the first fault in
scenario 6b.

5.2.14 Scenario 6b fault 1
Circuit breaker CB180 disconnected is injected. The symptom is that current me-
ter IT181 reports 0A. The user is asked to inspect relay position sensor ESH160A,
then relay position sensor ESH141A (both reports ”closed”), then voltage sensor
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E181 (which reports zero volts) and finally circuit breaker position sensor ISH180
(which reports ”open/tripped”). The final leaf contains the correct circuit breaker.
Figure 5.13 depicts how a user can find the correct candidate. The system config-
uration is different in this case compared to scenario 6a fault 2 but the same tree
depicted in 5.13 was also generated in this case.

5.2.15 Scenario 6b fault 2
The first inverter disconnected is injected after circuit breaker CB180 has been
disconnected and appropriate recovery action has been taken. The symptom is
loss of the entire first load bank. The user is asked to inspect relay position sensor
ESH160A, then relay position sensor ESH141A (both reports ”closed”), then volt-
age sensor E140 (which reports high voltage) and finally circuit breaker position
sensors ISH166 and ISH162 (both reports ”closed”). The final leaf contains the
correct inverter. Figure 5.11 depicts how a user can find the correct candidate.
The system configuration is different in this case compared to scenarios 4a, 5b
fault 1 and 6a fault 1 but the same tree depicted in 5.11 was also generated in this
case.

5.2.16 Discussion
No decision trees have been generated for the first fault in scenario 5a and the
second fault in scenario 5b. This was done for the same reasons discussed in
Section 5.1.1. The correct faulty component is isolated in all cases except when a
fault is injected into a relay or a position sensor. This is caused by the modeling
depth which is discussed earlier in Section 5.1.1. When battery pack disconnected
is injected, the final leaf contains a number of candidates. All of them are related
to the correct battery pack. A model with less depth and one big component for
the entire battery pack would achieve perfect isolation in the experiments. The
reason to keep the model depth was the temperature sensors attached to each
battery inside the battery packs. When ”inverter disconnected” is injected, the
model can not discriminate between the two failure modes: ”disconnected” and
”unknown”. Either way the correct failed component is detected. As mentioned in
Section 4.1.10, the ”unknown” failure mode was modeled to catch unanticipated
failures.

5.3 Interactive model-based diagnosis in RODON
RODON can also be used to interactively isolate faults by using the IMBD (In-
teractive model-based diagnosis) environment depicted in Figure 5.14. Given a
symptom, i.e. the lamps in lamp box 1 are not shining as in Figure 5.14, a number
of measurements are suggested. When the result from a measurement has been
inserted the diagnosis engine uses the new information to narrow down the number
of candidates as depicted in Figure 5.15. When enough measurements have been
performed, the faulty component(s) is isolated and the diagnosis is completed.
When this happens, RODON can provide the user with information about the
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faulty component, i.e. how to replace it as depicted in Figure 5.16. The compo-
nent information presented could i.e. be provided by Uptime which is an technical
content management system developed by Uptime Solutions.

Figure 5.14. Screenshot of the RODON IMBD (Interactive model-based diagnosis)
environment when the symptom: lamps in lamp box 1 off have been chosen. The possible
fault candidates are depicted in the bottom left and the suggested measurements are
depicted in the bottom right. The possible faulty components are highlighted in the
model which is depicted in the top of the figure.
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Figure 5.15. Screenshot of the RODON IMBD (Interactive model-based diagnosis)
environment. Measurements have been inserted and the number of possible faulty com-
ponents has been narrowed down to include a faulty relay and the wires leading to it. In
the screenshot, the user is in the progress of inserting resistance measurements performed
on the wires which will isolate the faulty relay.

Figure 5.16. Screenshot of the RODON IMBD (Interactive model-based diagnosis)
environment. Enough measurements have been inserted and the faulty relay has been
isolated. RODON can provide the user with information about the component as depicted
in the bottom right of the figure.
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5.4 Related work
There are several other vehicle health management systems that have been or are
being integrated into the testbed. The different systems have been developed by
industry, academia or government and they are explained in the following sections.

5.4.1 Testability Engineering andMaintenance System - Real
Time (TEAMS-RT)

TEAMS-RT is a commercial model-based reasoning tool developed by Qualtech
Systems Inc. TEAMS-RT uses results from tests to monitor the health of the
system. The test results are created in other modules and could be i.e. to filter a
sensor reading and compare it with a threshold. TEAMS-RT uses colored directed
graph models known as multi-signal models [18]. The multi-signal models are
created in the TEAMS designer graphical environment and contains information
about ”failure sources, monitoring and observability (the mechanisms by which
sensor information is included), redundancy, and system modes” [18]. The TEAMS
model can then be used to extract a table or matrix used by the inference engine
to find which components can cause a given test to fail or which tests can be used
to check the health of a given component. Figure 5.17 depicts how TEAMS-RT
can be used to perform online monitoring on a system.

The TEAMS-RT inference engine uses the tests to match a component with
one out of four states: unknown, good, bad and suspect in an iterative process.
Initially, the state of all components is unknown. When a test involving a com-
ponent passes, the component’s state is updated to good. Similarly, when a test
involving a component fails, the component’s state is updated to suspect. The bad
components are isolated from the suspected components by successfully eliminat-
ing good components from the suspected. The processing times are in the size of
about 50 ms for a system with 1000 faults and tests and 80 modes of operation [7].
These processing times are not comparable with the RODON calculation times
presented in Figures 5.1 and 5.2 since the complete RODON model was used.
However, it would be interesting to compare them with an application that uses
diagnostic rules generated from the RODON model. Such an application would
have processing times of similar size.

The top level of the TEAMS-RT ADAPT model consists of five subsystems
listed below together with their function [18]. Figure 5.18 depicts the top level of
the TEAMS-RT ADAPT model.

1. ”Power_Generation”: supplies the ”PowerStorage” subsystem with power.

2. ”PowerStorage”: consists of three rechargeable batteries and other equip-
ment that facilitates control and safety of the system.

3. ”PowerDistribution”: supplies the ”Loads” with AC and DC power.

4. ”Loads”: Contains the electrical loads.

5. ”Monitor_Control”: not developed in detail at this time [18].
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Figure 5.17. Figure showing how TEAMS-RT can be used to perform online monitoring
on a system. The picture is taken from the Qualtech Systems Inc. homepage the 12:th
of December 2008.
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Figure 5.18. The top level of the TEAMS-RT ADAPT model. The picture is taken
from [18].

The ”PowerDistribution” subsystem consists of three major sections: ”power
distribution”, ”power distribution inverters” and ”power distribution switching
relays”. The ”power distribution” and ”power distribution switching relays” rep-
resents a group of components that make sure that the ”power distribution in-
verters” section and the ”Loads” subsystem are powered. The testbed contains
a vast number of operation modes and other combinatorial constraints which are
implemented in the TEAMS model by switches at various positions. The model
contains test points where one or more tests can be performed on the system. The
test points are located where the sensors are in the real system. The tests have
been divided into seven categories: position sensor, temperature sensor, light sen-
sor, voltage sensor, current sensor, panel meter, and frequency sensor. These tests
are then used by the TEAMS-RT inference engine to monitor the health of the
testbed. The model structure of the TEAMS-RT ADAPT model generally follows
the structure of the system which also is the case with the RODON model created
in this thesis. The RODON model does not use a representative subsystem for
the relays in the power distribution unit and the sensors have been modeled as
components with failure modes.

5.4.2 Hybrid diagnostic engine (HyDE)
The hybrid diagnostic engine (HyDE) is a model-based reasoning tool developed
by NASA Ames Research Center. A graphical modeling environment has been
created with the Generic Modeling Environment (GME) [14] developed by the
Institute for Software Integrated Systems at Vanderbildt University. GME al-
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lows users to define new modeling languages using UML-based meta-models [12].
HyDE supports components with failure modes and uses conflict-directed search
explained in Section 2.1.2. HyDE can perform on-board diagnosis and can track
a target system in fault modes as well as non-observable modes. HyDE models
support logical and basic arithmetic constraints as well as first-order differential
equations and interval-valued variables. Advanced mathematical functions such
as logarithm and trigonometric functions are not yet supported [20]. HyDE is
different from many other diagnostic models since it uses predictive models to
predict the behavior of the target system. Normally, a diagnostic system starts
with sensor data and tries to find the current system behavior mode. HyDE works
the other way around since it predicts sensor readings based on the current esti-
mated system state. If the predicted sensor readings are consistent with the real
ones, the current estimated system state is kept. If they are inconsistent HyDE
generates candidates and a new system state with fault modes. The new system
state is used to predict sensor readings which are compared with real ones and if
they are consistent, the new estimated system state is kept. The most likely can-
didate is generated first and the search for candidates goes on until a user-defined
termination condition has been fulfilled.

HyDE uses two types of models. One is the transition model where operation
modes and conditions for transition between the operation modes are described.
Another is the behavior model which consists of three parts: the propagation
model, dependency model and the integration model. The propagation model
contains information about how unknown variable values can be estimated from
known variable values. The dependency model contains information about how
different variables depend on each other. The integration model is used to describe
how variable values change over time steps. The integration model is only needed
if the system contains differential equations.

The HyDE ADAPT model consists of 155 components and 8 different types of
failure modes [20]. Sensors have been modeled as components with failure modes
and no differential equations have been modeled. The model does not contain real
values and instead it uses discrete values. The HyDE ADAPT model is depicted
in Figure 5.19 where each box represents a component.

The HyDE ADAPT model has been tested in a number of experiments and a
table with the results from these tests is depicted in Figure 5.20. The user-defined
termination condition was changed and some of the experiments were repeated.
The test results from these experiments are depicted in Figure 5.21. An important
note is that these test results are over one year old and some improvements have
been made. The presented times include some transient cool-down policy times
and are not pure computation times which would be comparable with the RODON
results presented in Figure 5.22.



100 Results and discussion

Figure 5.19. Picture of the HyDE ADAPT model. The picture is taken from [20].

5.4.3 Fault Adaptive Control Technology (FACT)

FACT is a tool set developed at Vanderbildt University. FACT has been cre-
ated by using the Generic Modeling Environment (GME) and it allows modeling,
diagnosis and fault adaptive control of complex systems. The tool set consists
of three environments: a modeling environment, a simulation environment and a
computational environment [18]. The models are created in the modeling envi-
ronment and they consist of components which are Hybrid Bond Graph (HBG)
model fragments. Bond graphs are based on the conservation of energy and con-
tinuity of power and are used as a generic modeling language in several types
of systems. A HBG is a bond graph which has been extended with junctions
that can be switched on and off. Faults are modeled in the HBG model frag-
ments as undesired parameter value changes. The parameters that can be fault
candidates are set by an attribute in the modeling environment. The simulation
environment enables simulation models to be programmatically derived from the
HBG model fragments and simulation experiments executed for both nominal and
faulty scenarios. The computational environment provides run-time support for
fault detection, isolation, identification, and fault adaptive control.

The FACT ADAPT model is a component-based top-down model where some
components contains parameters that can be a fault candidate. Each component
contains a model of its own behavior and is connected to other components and
the environment through an interface. The interface consists of two types of ports:
energy ports and signal ports. The energy ports are used to model energy exchange
between the component and other components. The signal ports are used to model
input and output of signal values from the component. The FACT accumulator
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Figure 5.20. Test results when the HyDE ADAPT model was used in a number of
experiments. The table is taken from [20].
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Figure 5.21. Test results when the HyDE ADAPT model was used in a number of
experiments. The table is taken from [20].

Figure 5.22. Test results when the RODON ADAPT model was used in a number of
experiments. The presented times are pure computation times.
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model is depicted in Figure 5.23 together with an electrically equivalent circuit.
The capacitor C0 models the battery’s state of charge, the resistor Rp models loss
to parasitic reactions (e.g. gas production) and the capacitor-resistor pairs C1−R1
and C2 − R2 models the battery’s internal resistance and the battery’s parasitic
capacitance. The capacitor-resistor pair C3 − R3 is only active during charging
and that behavior is modeled by a switch. The switch is open during discharging
and closed during charging.

The FACT diagnosis engine uses a hybrid observer that uses sensor readings to
track the target system. The observer uses an extended Kalman filter (EKF) which
includes sensor noise and modeling errors while tracking the system. The observer
output is continuously compared with the behavior predicted by the model. If the
observed and predicted systems are different with enough probability, the fault
isolation scheme is triggered which is used to find the correct candidate.

Figure 5.23. An electrically equivalent circuit of the accumulator to the left and the
hybrid bond graph to the right.
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5.4.4 ADAPT bayesian networks (BN) Model
The current ADAPT BN model was created by NASA Ames Research Center in
collaboration with Mark Chavira and Adnan Darwiche of the University of Cali-
fornia Los Angeles (UCLA). The nodes in the bayesian network represent random
variables and the arcs between the nodes represent relations between the variables
creating directed acyclic graphs. A dynamic BN replicates the network for each
time instance with relations between the networks at different time instances [18].
The ADAPT BN model was generated offline from a high level system specifica-
tion. The generated BN could be used directly as an inference tool or compiled
again into an arithmetic circuit. The arithmetic circuit has fast execution times
and can be used for on-board monitoring applications which is the case with the
model used for ADAPT. The arithmetic circuit used with ADAPT was compiled
with a system called ACE. Figure 5.24 depicts how a system specification can be
used to compile a BN model which could be used to compile an arithmetic circuit.

Figure 5.24. A high level system description is used to compile a BN model. The BN
model can be used to compile an arithmetic circuit suitable for on-board monitoring.
The picture is taken from [13]

The current ADAPT BN model consists of more than 400 nodes and supports
failure modes and different operational states. The ADAPT EPS from the batteries
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and downstream to the loads have been modeled which is a model of the ACAWS
scope of scenarios depicted in Figure 3.22. The model was used with the series of
experiments described in HyDE section. The results are presented in Figures 5.25
and 5.26. These execution times are not comparable with the RODON calculation
times presented in Figures 5.1 and 5.2 since the complete RODON model was
used. However, it would be interesting to compare them with an application that
uses diagnostic rules generated from the RODON model.

Figure 5.25. The diagnostic results with the arithmetic circuits compiled from the BN
model. The picture is taken from [13].
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Figure 5.26. The execution times with the arithmetic circuits compiled from the BN
model. The picture is taken from [13].
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5.5 Conclusions
Based on the presented results, RODON is very well suited for stationary analysis
of large systems with a mixture of continuous and discrete signals. It was easy
to capture signals taking an unwanted path, i.e. sneak currents, with the use of
bi-directional signals. The large number of system configurations was also easy to
capture and only one model was needed which also included faulty behavior. It is
possible to get very good results using RODON but in turn it requires an equally
good model.

A full analysis of the dynamic capabilities of RODON was never conducted in
the thesis which is why no conclusions can be drawn for that case. Several of the
presented tools besides RODON had faster computation times but in those cases
a compiled model was used. RODON has the capability to generate diagnostics
rules which would push the computation times down to those levels but that was
not done in this thesis.

5.6 Future work
A natural continuation of the thesis project would be to implement a dynamic
model where data from more than one time instance is used. With a dynamic
model, faults in temperature sensors would be detected and transient behavior of
different components could be included. The model could then be used to generate
diagnostic rules for online monitoring. After that, an interface between RODON
and the ADAPT API would have to be developed and then the online monitoring
capabilities of RODON could be evaluated. If the online monitoring would work
well, it would be interesting to remove the operator from the loop and use the
generated candidates to automatically take an appropriate recovery action to the
injected faults.
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Appendix A

Abbreviations

• EPS: Electrical Power System

• ADAPT: The Advanced Diagnostics And Prognostics Testbed

• ACAWS: The Advanced Caution And Warning System

• MBD: Model-Based Diagnosis

• GUI: Graphical User Interface

• AC: Alternating Current

• DC: Direct Current

• RTD: Resistance Temperature Detector

• SSR: Solid State Relay

• DAC: Data Acquisition Computer

• ECU: Electronic Control Unit

• IMBD: Interactive Model-Based Diagnosis

• TEAMS-RT: Testability Engineering And Maintenance System - Real Time

• HyDE: Hybrid Diagnostic Engine

• FACT: Fault Adaptive Control Technology

• HBG: Hybrid Bond Graph

• GME: Generic Modeling Environment

• EKF: Extended Kalman Filter

• BN: Bayesian Network

• UCLA: University of California Los Angeles

• API: Application Protocol Interface
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